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MOTORS

MMAL Dealer Portal Access Settings v3.0

Use this PC setup document to ensure your system and browser settings are setup to use the Dealer Portal.

Please contact your Dealership IT support team if you are unable to make these changes to your PC yourself.

Application & PC Requirements

‘ Requirement How to check Checked
Website .
https://portal.mmal.com.au
Address P / / P
Internet Internet Explorer vl1 (Recommended) Internet Explorer 2> Help = About Yes / No
Browser Internet Explorer = Version
For Windows 7, Windows 8.1, Windows 10:
Mozilla Firefox, Google Chrome, Microsoft Edge
(for Windows 10) are supported.
For macOS 10.12: Apple Safari 10 supported.
Browser Setting changes are required to Refer next section for examples Yes / No
ensure correct operation of SAP
Internet Clear caches to ensure new programs are | Delete Temporary Internet Files and Yes / No
Cache running internet cached programs
Firewalls A mix of HTTPS (port 443) and HTTP (port | Dependent on individual software in Yes / No
80) content will be delivered via use, please consult your Dealership IT
*.mmal.com.au websites support team
Virus Some virus software will disable some Make sure ‘Web Filtering’ checks are Yes / No
Software SAP modules from running and give you not ticked or performed.
400 Timeout errors Temporarily remove Virus checking
software and check SAP Settings and if
ok, select another Virus software
PC Spec 256 MB physical RAM, 1 GHz CPU —more | Start - Control Panel - System > Yes / No
is recommended General
ADSL2+ Internet Connection - minimum (Check with your Internet Service Provider if you
do not know your internet connection speed)
Screen 1440x900 pixels or more Start 2 Control Panel 2 Display 2> Yes / No
Resolution Tip: Press F11 for full screen mode, and have IE Settings - Screen Resolution
‘Text Size’ at Medium
Java Some screen use Java Applets Start = Control Panel - Java Yes / No

Oracle Java JRE 10 recommended

Lower JRE Versions can also work but may
require further configuration

If prompted to run the application, click

Can be downloaded from:

http://java.com/en/download/index.jsp
see page below for configuration



http://java.com/en/download/index.jsp
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Always Trust and Run

Word, Some documents published in Portal Please refer to the Microsoft website to Yes / No
Excel Knowledge Management require obtain the relevant viewer or compatibility
Microsoft Word & Excel (2003-2016) pack:http://www.microsoft.com/download/
en/office.aspx?q=office
Adobe PDF | Adobe Reader Version 2018 Internet Explorer - Tools & Manage Yes / No
Reader recommended Add-ons - Adobe PDF
Can be downloaded from:
Tip: If you encounter issues viewing a PDF within http://get.adobe.com/reader/
the browser page please install latest Adobe
version or save the file to your PC and then open it; http://helpx.adobe.com/acrobat/kb/cant-
alternatively review other workarounds: .
view-pdf-web.html
Other FAQ / Troubleshooting / Knowledge
SAP Portal Reset your own SAP Portal password. Instructions in SAP Portal tabs :
Enable Staff using this functionality must have a valid Knowledge > Admin - Manuals &
email address against their SAP User ID to P d > Enable F SAP
Forgotten receive new password details. rocedures nable Forgotten
Password All dealership SAP system administrators Portal Reset Password Feature
can maintain email addresses via Dealer Staff
feature Maintenance and Access in the SAP Portal.
Dealer All dealership SAP system administrators Instructions in SAP Portal tabs :
Staff can manage their staff lists and maintain Knowledge > Admin - Manuals &
) accurate records, program eligibility, contact P d > SAP Dealer Traini
Maintenance management and system access via this rocedures ealer fraining =
& Access process. Portal Administrator > BPP IDM Dealer
Staff Maintenance & Access
Any SAP Explore Knowledge tabs in SAP Portal for
Portal assistance on procedures and training.

enquiry



http://get.adobe.com/reader/
http://helpx.adobe.com/acrobat/kb/cant-view-pdf-web.html
http://helpx.adobe.com/acrobat/kb/cant-view-pdf-web.html
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Requirement

Clear Cache
To remove old internet programs

IE - Tools = Internet Options
->General = Delete...

Remove the tick in Preserve
Favourites and History and select
Delete to clear cache

Browser Settings

How to check (*Examples for IE8)

Delete Browsing History i&l

[7] Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favarite
websites to retain preferences and display faster.

Temporary Internet files

Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

!

List of websites you have visited.

[7] Download History
List of files you have downloaded. I,\x,

[ Form data
Saved information that you have typed into forms.

[ passwords
Saved passwords that are automatically filled in when you sign in
to & website you've previously visited.

[7] ActiveX Filtering and Tracking Protection data
A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

Delete I [ Cancel
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Security

Scripting of Java Applets, and Active

Scripting for JavaScript must be enabled.

Internet Explorer (IE) 2> Tools 2>
Internet Options = Security = Trusted
Sites ...
Ensure at ‘medium’ security level to
have settings enabled by default
-> Sites 2
Add https://*.mmal.com.au
Add http://*.mmal.com.au
Ensure both sites are added.

If Service related access required, add
http://* .mitsubishi-motors.com.au

OR set

IE 2 Tools = Internet Options 2>
Security = Internet = Custom Level ...
->Scripting of Java Applets = Enable
- Active Scripting = Enable

To avoid “Mixed Content” warnings

IE > Tools = Internet Options =
Security 2 Internet 2> Custom Level ...
- Display Mixed Content = Enable

If you encounter issues launching Word,
Excel, etc. documents please make sure
-> Active X Controls and Plugins are
allowed to run

If you receive a security warning such as
the following from the mmal.com.au
websites for SAP applications =2
Select ‘Always Trust Content from
this Publisher’

Internet Options 2] x|

General Security IPrivacyI Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trustedsites  Restricted

sites
Trusted sites :
7 This zone contzinz iskoitaz bhsb o 22 I
VRS
wour files,
You have wek

4 You can add and remove websites from this zone. All websites in
[~ Security level for this v this zone will use the zone's security settings.

Allowed levels for t

S| - Medium - 4uq i website to the zone:

5 ] - Promp
= _I_I, content I

- Unsigr
‘Websites:

https:/j*.mmal.com.au Remave
I Enable Protect

¥ Require server verification (https:) for all sites in this zone

Close

Yes /
No

et ptions o ]
Security Settings - Internet Zone E X
 Settings . -
5 &| Scripting
isable = . .
8 E::b!e | Active scripting
& Enable %55 filter O Disable
O Disable (& Enable
O Prompt
=) Script.ing of Java applets
8 E::":!I: |#| Run Active conkrols and plug-ins
Administratar approved
QO Prompt
A, User Authentication O Disable
2, Logon (&) Enahle
O Anonymous logon O Prompt

® Automatic logon only in Intranet zone
QO Automatic logon with current user name and p|

Miscellaneous
QO Prompt for user name and password =

|| Display mixed content

< | QO Disable
*Takes effect after you restart Internet Explorer @
O Prampt

~Reset custom settings

Resetto:  [Medium-high (default) =l Reset... |
OK I Cancel |

OK I Cancel I Apply I |

‘Warning - Security
The application’s digital signature has been verified. b d’
Do you want to run the application? =

Hame: Query.dass
Publisher: SAP AG

From: http:{/ecctraining. mmal.com.au

6 The dightal signature has been validated by a trusted source. Mare Information...
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Privacy

Allowing Popups to *.mmal.com.au

You may be prompted to allow popup
on this site
OR set
IE > Tools = Internet Options =
Privacy = Pop-up Blocker (if on)>
Settings 2>

Add *.mmal.com.au

Allowing Cookies to *.mmal.com.au

IE > Tools = Internet Options 2
Privacy = Settings = Sites = Address
of website >

Add *.mmal.com.au

| Pop-up blacked. To see this pop-up or additional optio

Tempotarily Allow Pop-ups

Sethings 4

Mare information

Internet Options

'GeneraII Security  Privacy ]Content | Connections | Programsl Advanced |

Settings

?: Select:

RO
Medi

|| = -Ble
priv

| - Ble

Pop-up Blocker Settings | X

- .
— Pop-ups are currently blocked. You can allow pop-ups from specific
l 7 !| websites by adding the site to the list below.

Address of website to allow:

g ‘ - be
-Re
T can

Allowed sites:

*.mmal.com.au

Sites

Pop-up Blocker —

@

Prever
appeal

vV Tu

Add

Remove |

InPrivate =
71 Cbo

v )

l.'i)

Dis
'7 ste

~ Natifications and blocking level:
IV Play a sound when a pop-up is blocked.
IV Show Information Bar when a pop-up is blocked.

Blocking level:

|Medium: Block most automatic pop-ups

Leam more about Pop-up Blocker

Close

Internet Options n m

General ] Security  Privacy |Content| Connectiansl Programs | Advancedl

e e Per Site Privacy Actions E3

Settings

®

_ _ Mediun

=] = - Block
privacy

o - Block

be use

- Restt

- can be
Sites |

Pop-up Blocker ——

1| Preventn
- appearinc

IV Turn ¢

InPrivate

('in‘ I~ Dono
: Disabl
M starts

[~ Manage Sites

“@)> cookies, regardless of their privacy policy.

or Block.

and click the Remove button.

Address of website:

a ‘You can specify which websites are always or never allowed to use

Type the exact address of the website you want to manage, and then click Allow

To remove a site from the list of managed sites, select the name of the website

Block I

dlow |

Managed websites:

Domain I Setting

Remove I

mmal.com.au Always Allow

Remove all |

0K |

Yes /
No
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Advanced Yes /
" General | Security | Privacy | Content | Connections | Pragrams = Advanced I No
Enable webpage compression and Java Settings
2 ise smonthscraling e Al
applets to run. || HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
.8 . La
—=lmranera
. [0 Always show encoded addresses
IE - Tools = Internet Options o DN o s -J
. [ Send IDM server names for Intranet addresses
->Advanced = Settings ... ey
Show Information Bar for encoded addresses
[ use UTF-& for mailta links
HTTP 1.1 Settings > Use HTTP 1.1 > 4 Multimedia
) [ Always use ClearType For HTML*
Tick Enable automatic image resizing &
|
< »
*Takes effect after you restart Internet Explorer
Java = Use JRE xxx for applet - Tick Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset... I
condition.
‘You should only use this if your browser is in an unusable state.
@. Some settings are managed by your system administrator,
OK I Cancel Apply.
For earlier versions of |E:
[£] Java (Sun)
Js2 JRE 1.6.0_20 Far <applet = (requires restart)
SSL is also enabled by default in IE8:
Use 55L 3.0
Use TLS 1.0
IE 11 Compatibility Mode Yes /
No
Compatibility Mode setting not required
i Yes
DQR / TSR data entry issues for IE10 o rp————— T /
Fe_ et Ven_roveoes JEEERY v ‘ No
. TRy Delete ke hatory... Crle Shift« Ded
IE10 requires compatibility mode on for DQR m*.m i ‘:ww‘-v
Teacking Pretection...
/ TSR access e
TOOLS option from the Menu Bar and DN ook
Feopen last browsing session
ensure the Compatibility View is DEALER QUA| st sneto Stat mens
enabled, indicated by the TICK. brimeny i
op-up Blocker »
Submit a Dealer G SmantScreen Fiter »
Manage add-cns

Add http://*.mitsubishi-motors.com.au
to trusted sites as outlined in Security
instructions

Submit a Dealer € v Compatibdiny View
Add additional vehack Compatiblity View settings

Review a previous
Wedows Updare

Guides to submitting ¢ P2 devekepertechs
avadable in the Afters FetpWatch Basic
Dealer Extranet.

Intemet options
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Java Security / Exception Site List [£] Java Control Panel = = Yes /
| General I Update I Java| Security | Advanced No
9 Start 9 Control Panel 9 Java [¥] Enable Java contentin the browser
9Security Security Level
il Very High
Add https://ecc.mmal.com.au:443 to -

Exception Site List

[C_ High (minimum recommended)

Medium

Java applications identified by a certificate from a trusted authority will be allowed to run.

Exception Site List

Applications launched from the sites listed below will be alloed to run after the appropriate
security prompts,

|https://ecc.mma|.com.au:443 | »

Edit Site List...

[ Restore Security Prompts ] [ Manage Certificates. ..

If you receive a security warning to run
the application such as the following 5 Security Warning =
from the mmal.com.au websites for SAP | Do you want to run this application?
applications > /' Publisher: SAP AG
Select ‘Always Trust Content from o Vi A
this Publisher’ Running this application may be a security risk
And C||Ck ’Ru n’ Risk: This application will run with unrestricted access which may put your computer and

personal information at risk. The information provided is unreliable or unknown so it
is recommended not to run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been
revoked.

More Information

Select the box below, then click Run to start the application

I accept the risk and want to run this application.

For issues with PC or general internet access, please contact your local dealership
IT Support team.

For further assistance specific to SAP settings in this document, please contact
SAP System Support on 1300 1300 99.



https://ecc.mmal.com.au/

